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APPENDIA
CGRCEFT OF SIGINT SUrPORT TO MTLITARY COIMAFDERS (UY M
T PUA.ISE ARD SCOPE

1. (U) The purpose of this coﬂcept is to establish
doctrine and procedure. for providing signals intelligence '
(SIGINT) suppert to mililary cowranders in all circumsiarces
under which mllitary forces are expected to be employed.

The concept applies to those SIGINT resources which are
included within the cOnsolidat;d Cryptologic Program (CCrI')
and to those resources which have been spec%fically
designated as SIGINT activities by the Secretary of Defense,
wherever programmed. Planning for SIGINT support to military
commanders will be in censonance with this concept.

. II EXPLARATICH OF TZRifS

2. (U) Communications Intelligence (COHIKT). Technical

and intelligence information derived from foreign communica-
tions by other than tne intended recipients. COMINT is
prodq&gd by the collecllion and processing of forelgn
ca;;;nications passed by radio, wire, or other electro-
magnetic means, wilth specific exceptions stated below, and
by the processing of foreign encrypted communications, however
transumitted. Collection comprises search, intercept, and
dir;ctiﬁn finding. Processing corprises range estimation,
transmitter/operator identification, signal enalysis, traffic
analyslis, cryptanalysis, decryption, study of plain text, the
fusion of these procesées, and the reporting of results.
CGMINT shall not include:

a. Intercept and processing of unencrypted written
cormunications, cxcept Lane procesiing of writter plaln
text versions of conTu%icaLions wnicn have been encrypted
or arec invanded for «ubzequent eacrypiion.

Classifiws by Direveter, DIA
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DOCID: 3985824 . b. Iptercepr 2nd processing of press, propagandsz,
and other putlic broadeasts, except for processing-

encaypted or "hidden meaning" passages ian such broadcasts.

¢. ZJlertaln operarions conducted by securlty
authorities.
d. Censorship.

3. (U) E.ectreonicsIntelligehce (ELINT). Technical and

» intelligence informetion derived from foreign, noncommunica-
tions, electromagnelic radiations emanating from other than
stomle detonation or radicective sources. ELINT 1s produced
by the collection (observation and recordin;) and the

- processing for subsequent intelligence purposes of that
. information. .
4. (U) SIGINT. A category of intelligence information
. comprising all COMINT and ELINT.
5. (U) SIGINT Rescurces. Comprise urits/activitles ard

! ovganizational elements engaged in the conduct of SIGINT
" activities.
= = =% " (U) SIGINT Overationasl Control. The authoritative'

direction of SIGINT activities, including tasking znd alioca-
ticn of effort, and the suthoritative prescription of those
uniform Fechniques and stanrdards by which SIGINT information
is colleeted, processed, and repoxrted.

. 7. (U) SIGINT Operational Tasking. The authoritative

operational direction of and jdirect levying of SIGINT infor-
mation needs by a_military commander on designated SIGINT
resources. These requirements are directlive, irrespective
of ataer Jriorities, and are conditioned only by the capa-

bility of trose xesources to produce sucn infermation.

Operaticrzl tasking includes authority to geploy and redeplgy

211 or part of tre SICiNT recources fcr whicn SIGINT opera-

tionel tasking authority has been delaga@gg.
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8. (U) SIGIKY Supnor:t, The provision ¢f SIGINT to-a

command or other user or orgzunization in responsg to opera-

tional needs &nd intelligence requirements. SIGINT support

may be accomplished by SIGCINT dirsct service or SIGIKT direct

k]

support, or both. . .

9. ,&CT/Intelligence Guldance for COMINT Programming

-

o (IGCP). The United States Intelligence Bcard expression of .
. total US Government standing COMINT requirements. The-IGCP is -~ ’

‘used es guidance for developihs COMINY resource proposals and

for COMINT programming.

10._t€J ELINT Requirements--Technieal (ELTEC). The

'l—'lHII—'II-'
W N |~ O (v (0 N v i & (W N

! - expression of total DOD requirements for ELINT

l P + necessary to determine the tephnical performance and
\ characteristics of forelgn noncommunications emit- 14
' ter; for the ultimate purpose of threat assessment/ _LE
. intelligence production and to support DND research 16
i and development activities. 17
) 11, ¢C7 Operational ELINT Reguirement. The expression 18
. "7 T77of Unified and specified command requirements for ELIRT 19
: P necessary to define the function, deployment, and vulner- 20
' ebllity of foreign noncommunicatlions emitters. This includes 21
f the need to ldentify, locate, and track single emitters, 22
1 assoclate selected combinations of these emitters with 23
é weapons platiorms and operational events; detect deviations 24
] from known emitter parameters; and provide farget selection 25
: support. 26
12, (U) SIGINT Direct Service. A reporting procedure to 27
provide S1GINT to a military commander or other authoriczed 28
recipient in response to SIGINT requirements. The product 22
may vary from recurring, serialized reporis produced by tne 32

o3
[+
[
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Rational Security Agency (nTA) to instantanecus aperiodic
reports provided to tho command or other reciplent, ususlly .
from a fixed collection/processing activity.

3J3. {U) Direct Service Activiiy (DSA). A SIGINT activity

: composed of rollection and a23sociated resources vhich normally
performs in a direct service role under the SIGINT operational
control of the Directocr, HSA/Chief, Central Sécurity Service

. - (css).
14. (U) SIGINT Direct Support. The provision of SIGINT

information to a militery cczmander by a SIGINT direct sup-
port unit in response ta SIGINT operational'taskins levied
- by that military commander.
. ' 15. (U) Direct Support Unit (DSU). A SIGINT unit,

usually mobile, designed to perform a SICINT direct support

o

role for a militeary commander, under delegated authority from
the Director, NSA/Chief, CSS.
16. (U) SIGINT Support Plans (SSPs). Plans prepared by

NSA/CSS 1n support of certain JCS and unified and specified

f -a -~ ———

. -céﬁﬁznd operation plans.

17. Area Processing Center (APC). A center within

' or designated for each appropriate military area which is
specifiéally staffed, designed, or equipped to provide rapid
processing and reporting of SIGINT information responsive

. to the requirements of the commanders of the unifled and
specified commands concerned, Including exploitation of
sophisticated communications signals as feasible. An APC

also provides technlczl support as required and feaslble to

lg iS lg |ﬁ i§ IE Ig IS Iﬁ |3 lg |5 lz |: I: Im : IS IS Iﬂ ‘5 o oo |~ v jn e fe [N

DSUs and DSAis.

18. C) Crvotolozie Suwrort Grouo (CSGY. A group pro-

vided by tne Director, hS4/Chlef, CS55, tvo facilisate tne

\
a
|

provision of SIGINT support to a unified or speecified command,
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Joirt task rorce commandér, cr other sommandrr. C3Cs are 1
! normally composed of éIGIﬂT anelytie personnel equipped i: N 2
. Interpret results of interest to ‘the command supported, and - 3-
to facilitate ths prompt satisfacéion of the command's 4
SIGINT ne=ds, using the eapabllity of the entire SIGINT system. 5
: . IIT DOCTRINE ., &
19. /£C5/The SIGINT suppo;c necessary to conduct l \ 1 '
. ! militery operations must be provided in three kinds of 8
situations: (a) ééacetime, tJ include exercises; (b) periods 3
10

of heightened tension; and {(c¢) contingency operations and

combat.
- 20.//L91/In general, SIGINT sqpport will be provided on
' a system basis. Conslstent witn the obJectives of maximum
ove?all efficiency, econory, and effectiveness in using
' SIGINT resources, SIGINT support will be provided by SIGINT
direct service insofar as practicable. The SIGINT system
will be responsive to the needs of all authorized SIGINT
users, including military commanders for whom special support

-, - o R——

arrangements may be devised as & part of the system. The

sysitem will be ready to respond in emergency situations,
i including combat.
21.,/181'Military commanders also require SIGINT direct

suppora. SIGINT direct support resources are necessa;y to
. meet certain contingency and wartime needs and are also
required to meet certaln peaceiime needs which cannot be met
by other SIGINT activities.\:ggg_pgggpgg;j_ﬁ§5[Chiq§‘ €SS, will
insure that tne Eﬁgﬁb%&it;es of SIGINT activitles designated, for
wartine_or contingency_deployment _are preductively ntilized
during pe.cetime 1n supgort of aprropriate CIGLLT and readlipess
requirer2uts,) Tney perform a varieivy of contiruing SIGLIT

- —

direct support nissions, 1lnecluding saillsfacilion of trailning

ERRCRIN R RN IRRIE SRR

g
2

requircrents, and provide for corn.inuity of SIGINT supnort

]
Al

auring .os.ilities. DSUs must Le configurced so a3 to be

)

v
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suiflciently flexlble to mcet changlng euvironmenta; thoy
- rust have communicatioﬁs systems that #re capable of inter- .
facing with existing operstional ccméanj and‘conbrél systers.
The Director, NSA/Chief, C32, consulting with tne Joint
Chiefs of Staff and the Services, will program and earmark -
S1GINT CCP direct suppurt resources to meet those purposes.
Ingofar as possible, NSUs will be exerci.ed against expegt d
. targets; other SIGINT opsrational t-rining will be undertaken
as deemed feasible and desirable. In addition, it is the
gpecific responsibility of the Services to conduct such
general military training and unit support éraining as will ‘
best develop the capability for sustained field operations
g by DSUs. .
22.//}61/EIGINT suppeort pr;vided by peacetime air, =urface,
* and éuhmarine reconnalssance and certaln other sensitlve

operations will be in consonance with SM-700-68 and SM-701-68,

- a8 revised.
IV HKETHODS AND PROCEDURES

“ ° T 7T =237 16y SIGINT Requirements. Commanders of the unified

and specified commands and the Military Departments shall
state thelr standing requirements for SICINT to the Director,
Defense Intelligence Agency (DIA), 1in accordance with pro-
cedures ‘promulgated by DIA, and simultaneously provide'copies
to NSA/CSS. As a general principle, current needs for SIGINT
which do not have a foreseeable termination date and which
necessitate the application of mors than nominal SIGINT
resources against them shall be treated as standing require-
ments. Vnen validuted, COMINT requirerertz are elther
incoirporatel ir the IGC? oxr pibllisred as zamplifications

thereto. ¥when validated, ELIYT recuirements sre published

FEREREERRBRIENRFEEBEEEERBERBINEILE v im0 o 1o uw mn e

16 the £.1kC or added to the O/erational EBEL.NT Requirenent.

-~
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D D'C.IDl ’ 395582&m9u1:t.a‘,10n by ccumands with orea NSA/CSS represeniatives
or the locel cCs@, ir dvail;ble, is encouraged whe¥cver.new
or different needs for SIJiNT arise. It 1s often possible
to satisfy one-time or i;ansitory heeds or to establisn a
limitea bui perranent special support feature without
develcping & formal requirenent. Each case is to b2 judged
on its own merits. Additionally, time-sensitive or otherwise
. urgent SIGINT information needs may be levied by commanders

of unified and sSpecified commands direcily on the NSA/CSS,

Simultaneously informing DIA.

24, Dedicated SICINT Support. When SIGIHT needs

arise which, in the judgment of the commander of the appro-
Priate unified cr specified command, cannot be satisfied by

the means described in paragraph 23 preceding, dedication of

' specific SIGINI resources to the need at hand may be required.

The options available to meet these situations are to devote
specified SIGINT direct service resources to the need or to
employ SIGINT direct support resources.
© 7T TT25_”48) Delegation of SIGINT Operational Tasking
Authority
a.‘/jsﬁ/ahe procedures for obtaining delegation of
SIGINT operational tasking authority over either SIGINT

dirdet service activities or SIGINT direct support re-
, sources are the sane.
jss'COmmanders of the unified and dpecified

commands may subnLit requests for delegation of SIGINT
operational tasking authority cver field SIGINT direct

service aztivities or SIGINT direct support resources to
the Director, N$A/Cni cf, CSS, keepin, the Joint Chiefls
of Staf? inform-:d. Requesls shall indicate the tasks the

coimancer conceraed vishes to 1o evy, tne activities or

! -SLERLT 7 Appendix
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" stances which Prompt the request, the identity of the .2
) comnander .who should exercise SIGINT operaéiunal tasking ~ ‘,: 3
- authority{ and the expected” duration of the need. * 3
. e ﬁé{ When the Diréﬁtor, NSA/Chief, CSS, concurs, L=
; he: S g
- ! +
(1) (U) Informs the Joint Chiefs of Staff and . I
) the commander concerned. * £ .
(2) ) Delegates SIGINT operational tasking 8
10

authority to the indicated commander and advises
the affected SIGINT unit. 1In the case of SIGINT
direct support resources not already deployed,
\ he also arranges for thé initial deployment.

(3) (U) Provides technical support to the SIGINT
' resources concerned.

(4) In the case of SIGINT direct service

activities, continues other SIGINT tasking of the

unit, if not all of its resources are needed to

at

— == =~—=""°"  prespond to the SIGINT tasking of the supported
commander.

d. (U) Should the Director, NSA/Chief, CSS, not
concur, he informs the Joint Chiefs of Staff and the

commander concerned and offers an alternate means of
fulfilling the commander's needs. If this i1s not satis-~
factory to the commander, the matter shall be referred

to the Joint Chiefs of Staff for resolution with the
Director, NSA/Chief, CSS. 1If agreement cannot be reached

RREREREBEEREGIERISIS ]

pbetween the Joint Calefs of Staff and the Director, NSA/

[\
T ]

Cnief, C88, the matter wlll oe referrcd to the Sccretary of

fense for ceclision |

i 18

. e. Whnen a wartimc, ersrgency, or Déﬁcoﬂ 2
3

situation results in tre deploy-.ont of SIGINT direct

i»

cunpost resourtes, SIGI.T cperational tesking authority

)
A

will pass to Lne supporied cornmsnder. SIGINT direct

o4
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support resources pre-positioned within a theater for_

. the purpose of sufﬁbrtins a tactical element wfll be .
considered as deployed within the meaning of this pera-
graph. -

26. ‘jef/ahe Director, NSA/Chief, CSS, may also initiate
delegation. BHe may ask the command;r to levy SIGINT opera-
tional tasks directly on a SIGINT unit, whereupon the pro-

. cedhres in subparagraph 25c¢ preceding will pertain.

27. /Lef'nelegatibns of SIGINT operational tasking
authority will remzin in effect for as long as the conditions
leading to the particular delegztion continﬁé to exist or

- until an alternative means of setisfyling the needs of the

supported commander 1s agreed upon by the commander of the

unified or specified command concerned and the Director, NSA/

Chief, CS8S.* Nothing herein shall be construed as affecting
standing deiegations, which shall continue to be negotlated
and reviewed as nccessary.

28. /jsd/bommanders of the unified and specified com-

. mawds” will coordinate the employment of SIGINT resources under
the SIGINT operztionzl tasking authority of their subordinate
commanders, keeping the Director, NSA/Chief, CSS informed.
Military'commanders exercising SICINT operational tasking
authorify will direct the tasking, allccation of efroré,

: : ' further deployment, and speclal reporting to satisfy opera-

, tional mission requirenents. Effective utilization of SIGINT

- resources Lhus employed is the responsibility of the supported
commander. The Director, NSA/Ehief, CSS, may propose and the

supported commander may accept supplemental SIGINT tasking

for the rescurces concerned.

1
2
2
L]
3
L]
I
8
2.
10
11
12
13
14
15
16
. 17
18
19
20
21
22
23
24
25
26
27
28
2¢
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DDC-:ID " 3985824 29. /g) Grerrides of STCINT Tacking Control
a. ‘}31 Where SIGINT operationsl tasking authority

over SIGINT resources has been delegatled to a_military

cornmznder and an urgent national situation erises, the

Director, NSA/Chief, CS3, may be compelled temporarily
‘ to override the SIGINT tasking assignrents made by that
commander. This action will be taken only for tne most

cogent reaseﬁs and will be reported immediately by the

irector, NSA/Chlef, CSS,tc the Joint Chiefs of Staff

end the cormander of the unified or specified commang

concerned.
b. /}sf/In the event of a major emergency in his

- area of responsibllity, the c&mmander of a unified

) command may assume temporary SIGINT operaticnal tasking

' authoprity of EIGINT resources normally ;perating under
. the Director, NSA/Chief, CSS. Such abtion;-will be
immediately reported to the Joint Chlefs of Staff and the
Director, K8A/Chief, CSS, by the commander of the unified
- — - -—=—command concerned.
c.//}ef’Should disagreements occur between the
d Director, NSA/Chief, C3SS and the commander of the unified

or speclfied command concerned with regard to either of

the situations heretofore described, the matter will be

referred to the Joint Chiefs of Staff for resclution with

£

the Director, NSA/Chief, CSS. If agreement cannot be reached 25

between the Jolnt Cnlefs of Staff and the Director, NSA/

Chief, CSS, the matter will be referred to the Secretary of

Defense for decision

30. /(4/) SIGINT Support Plans
a. }() SSPs are developed b NSA/CSS in support of

e ] -t e

certain cotmand operation plans. The 55P is an abbrev-
lated intelligence plar periaining only to SIGINT. Its
purpcse is to assess existiwg SIGINT cepabllities asrainst

ithe SIGINY support prozlcm presented by the ec-amand

SEeusy 20 Appendix

26
27
28
29
30
31

I

2
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operation plan and to identily the SIGINT resources %o

be committed should tne plan be executed. , The fequire— »
ment for an SSP is expressed in a SIGINT appendix to the
intelligence annex of ccmmand operation plans. (See
Annex B, Volume II, Joint Operaiion Plawning System.
for further guldance.) )
b. ‘}Sg SSPs are executed concurrently with the

. operation plan they acoompany and at such other times
as mutually agreed upon by the commender of the unified
or specified command conce}ned and tne Director, NSA/
Chief, CSS., When SIGINT direct support ;esources are

- employed under the provisions of an SSP, delegation of

=J (O

R RNRRBRRRENERBIBEINIGEIGEIEINIEIG © o< 10 v s 1w w -

' SIGINT operatlonal tasking authority to the supported
commander over those direcé support resources shall

‘ t;ke place concurrently with the execution of the SSP.
31. _4C) Commard Exercises. Participation of SIGINRT

resources in exereclses which include only friendly forces

typically involves the monitoring of opposing friendly forces®

" communications and other electromagnetic radiations, the use

of a CSG, and/or the introduction of fictitious SIGINT into

/ exercise play. Cryptologic support should be viewed as are
other meésures of support to tacticel operations. The need
for perticipation of SIGINT rescurces in exercises should be
deternined at the earliest stage of exercise planning. Con-
sultation by commands with area NSA/CSS representatives or
the loczl CSG, if available, 1s encouraged at this Juncture.
. Thereafter, procedures for obteining that participation vary
with eircumstances.
a. {(U) Rezl world SIGINT needs generated by exercises 28
shall be handled under the provisions of paragraphs 23 20
- or 25 nrecediny a3 aporoasriate. 3L

SECRET 1i Appandix
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3985824 b. /{) Iu exercises involving only a single

Service, parctlicipation cf CIGIRT resources of tae sane .
Service shall be Lreated as fileld training. A;fangements
for partisipation shall be made.thro.gh Service c¢anannels.
c. (67 In exercises under unified or specified
comrard sponsorship where tne forces of more than a__ _
single Service zre involved, reqguests for ﬁarticipation
of SIGINT resources shsll be submivted by the_ commander
_D_i:_-_eei:ur s NSA/Ch_:l_gi‘ ,__I_:Si_’r »_keeping_the Jolpt Chiefs of
Staff informed. Requests shall 1dentify'the resources
to be used, the functions they are expected to penrform,
and the duration of their particlpation.
da. 181’In exercises under unified and specified
command sponsorship where the forces of more than a
single Service are involved but where SIGINT dlrect
support resources are pre-posiéioned within a theater
for the purpose of supporting a tactical element, those

< — - = .—SIGENT direct support resources may be used as exercise

BIEeREREIRIFIEIRIEE @ 10 1~ 18 v & jw v 1o

participants under the authority of the commander of the

unified or specified command concerned, provided the 21
D:lréctor, NSA/Chief, CSS, is kept fully informed.  _ 22
jpa/in none of the above cases shall the 23
aecomplishmenk-;}-;ssigﬂgs-§EEEEE-é;;king be curtailed- 24

to support excrcisé;-ﬁizbout cné’LrIBE"EEE;SG;i“bf'tné" 23
Director, NSA/Chief, CSS. - 26

32, (U) APCs may be established by the Director, NSA/ 27
Chief, CSS, in appropriate comrand geogrephic areas, to per- 28
form the lu.ctlions indlcated in paragrart 17 preceding, 23
depending on the need &s expressed by the commanders of the 30
- 3}

unified or specificd commands or ihke Direcior, lSA/Chiefl, —




) . " « .
DOEID + 39858*@53 and considering tochrical fessibility, priority, and i
aveiiabliity of resoarc:s. The Director, NSA/Chief, (35, 2
will keep the Joint Chiefe of Staff and, through- NSA/CSS * 3 ‘
field representatives, the affected military commanders L]
) informed of all action: regarding- APCs. APCs should be "3
headed »y & military officer and staffed with an appropriate ] .-
number of mllitary personnel to 1nsur-e continuity 91‘ wartinme 1
operations and familiarity with area requirements. 8
) 33. (U) SIGINT Field Pepresentetion. SIGINT representa- S.
;ion to unified and speclfied commands and subordinate 10
unified commands will be provided by NSA/CSS upon the il
‘mutual concurrence of the Director, NSA/Chlef, CSS, and the 12
o commander concerned. i3
: ) ' 34. 487 csCs 14
l . a. (U) Upon the mutual concurrence of the commander to 13
' be supported, the commander of the appropriate unifieci- ;rﬁ 16
h specified command, and the Director, NSA/Chief, CSS, the 17
latter will establish CSGs to facilitate the provision of 18
. SIGINT support to commanders of unified or specified 19
! o H—:o_';mands, JTF commanders, or other supported operational 20
/ commanders and to assist the Director, NSA/Chief, CSS, in '-"'—"1‘
performing his mission. 2z
. b, 5,0')/"‘he €S8 will be responsi:b-le to the commander 23
being supported for those ratters under the cognizance ~ ; 24
: ' ' of the operalional commander and to the Director, NSA/ 25
Chief, CSS, for those matters whlch are under his cogni- 26
zance (see subparagraph c following). The Chief of a CSG 27
may be deteiled or accredited, at the option of the 28
supported commander, to bis staff. The C3G wlll respend 29
to recussts of the supported cormanaer on ine wioe rarnge 30
of" SIGINT malicers within the purvies of the Dircctor, 21
- NSA/Cunicf, CSS. "The CSC vill respondi elither from i:s iz

SEora - 13 fppendlx
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own ua'-bility or through its Lmediate sccess to the US

1
. . SIGIr{ o stem. The size of the CSCs and the scope of . 2: :
T their responsibilities and { .nctions will vary according ,i '
to the needs of the commander céncerned and the Director, 4
. NSA/Chief, C3S, and will be as vutually agreed. A 5 .
N memorandun of understanding developed jointly by the €
Director, NSA/Chief, CSS, and the commander concerned 2
) ) will delineate those missions and functions for which L
! the Chief, CSG, 1is directlj'respansible te that comlander. -]
Copies of e#reec memporanduns of understanding shall be 10
furnished by the supported commander to ;ne Joint Chiefs 11
- of Staff for information. In the case of CSOs for JIFs,- 12
' missions and functions wll@ normally be set forth in NSA/ 13
CSS SIGINT support plans. CSGs shall be headed by 2 14
' malitar? officer and manned to the extent practicable 15

by a sufficienl number of military personnel to insure
the wartime continulty of the CSG.
c. }65 The general functions of the Chief of a
T __6§E_w111 no}wally include:
(1) Supporting the commander of & unified or

specified command or other operatlonal commander by:

REIBIEIEIS &

(a) Providing SIGIKT advice and assistance.

(b) Assisting in the expression of SIGINT

requirements, and facllitating the flow of
SIGINT from SIGINT sites.
(c) Making recommendations concerning the

utilization of SIGINT units.
(d) Alding and assisting in the processing

of the pertinent SIGINT product for marimum use.
(2) Pssisting the Director, NSA/Chlefl, CSS, by°
(a) Proviéing tecanical assistanrce to SIZINT

activities.
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(b) Providing the Director, NSA/Chief, CSS,
with information on the status, capabllities,
and limitations of SIGINT activities fnvolvec.

(¢) Coordinating the wtllization of SIGINT
direct service activities involved, and advizing
the Director, NSA/Chief, CSS5, of actions needed
to inaure.;ﬁ;i; ;Eggbééi;;;;;s to the coqmandeg.

(d) Providing operational reedback-to
SIGINT astivities.
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